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Scope

The scope of this document is to define mobilkom’s system requirements for the METAWIN Traffic Monitoring System including desired reports and queries. The described functionality shall be commented by KCC with the following statements:

· FC <[quarter|month]/year>
examples: FC Q1/2007, FC 12/2006
FC (fully compliant) indicates, that the vendor complies to deliver at least all functionalities as described in the respective requirement with the purchased release at the stated point of time.


· PC <[quarter|month]/year> <explanatory text>
examples: PC Q1/2007, PC 12/2006
PC (partly/partially compliant) is applicable in two cases: Either the full functionality as requested will be available but not with the purchased release or only parts of the requested functionality will be available in the purchased or an upcoming future release. In the first case, the explanatory text shall be omitted, whereas in the latter case, it shall detail which parts of the functionality are available in which quality and which are not.


· POR
example: POR for future release
POR indicates, that the vendor intends to deliver the functionality described in the respective requirement FC (fully compliant) or PC (partly/partially compliant) in an upcoming future release.


· NC
examples: NC
NC (not compliant) indicates that from today’s view the respective functionality cannot be provided in the purchased or any other upcoming release.

A single chapter/request/item within this document may be commented with one or more compliancy statements – in this case the compliancy statement refers to all text between the preceding compliancy statement (or the headline) and the respective compliancy statement itself.

For a better understanding, comments to requirements may include links to external documents that in turn have to be included as part of the contract. 

The commented response shall serve as part of the final contract. Whenever inconsistencies or contradictions exist between this document and any of the vendor’s product specifications or linked sources of information (system-, report specification, roadmaps, etc.), mobilkom austria preserves the right to decide on a case-by-case basis, which document will take priority.

Functionality that is not requested within this document but included in the vendor’s product specifications or other contract documents is nevertheless part of the contract and must be made available to mobilkom austria as part of the respective release. In that sense requirements and specifications documents complement each other where the above described regulation applies for cases where discrepancies exist.

General Requirements

All requirements within this chapter must be fulfilled with the initial and all upcoming releases and throughout the whole METAWIN system. Any requirement that cannot be fulfilled in a certain release shall be stated (including the affected release) and commented.

All functionalities that KCC does not commit for the initial Release 3.0 (available in Q1/2007) are to be considered POR (Plan-Of-Record), meaning that KCC will do their best to stick to herein mentioned timelines but does not concede availability for respective functionalities to mobilkom austria. Exceptions to this general rule are the following features, which are considered crucial by mobilkom austria in order to use the METAWIN system in unison with internal and external requirements to mobilkom austria and protect investments. Thus, for the below mentioned requirements/functionalities the compliancy statements including availability dates as provided by KCC within this document do apply and are therefore binding:
· 3.1.19
Payload Cut (based on HTTP directory depth in HTTP URL)

· 3.1.21
Trace Capturing (De-)activation (based on IP addresses as seen on Gn/Gi)

· 3.1.22
Online Tracing (using Ethereal and having the Ring Buffer as capture interface)
· 3.1.25
Trace Anonymization via the Trace Fetcher
· 4.1.6
Report Thresholds (system-internal solution, not SQL-Net)
1.1.1 Documentation

The vendor is obliged to document all interfaces and functionalities and make this documentation available to mobilkom austria pro-actively without explicit request to do so latest one month after having implemented the respective software in mobilkom austria’s reference or production system.

The documentation set shall include at least the following parts:

- User Guide

- Admin Guide

- Online Help

- System Architecture (HW)

- System Architecture (SW, including the database)

- Message Sequence Charts for communication on all internal and external interfaces

[KCC] PC Q1/2007, Release 3.0
Although respective documents will be delivered, system architecture documentation and message sequence charts cannot be provided in full details and for all interfaces – i.e. internal interfaces and communication will not be specified. The documentation on the database system architecture will be sufficient to enable mobilkom austria to write SQL queries on their own:
· Description of the reference data interface

· Definition of available DB-views and PLSQL-procedures for reports

1.1.2 Interface Specifications

All software and hardware interfaces must be specified, well documented and made available to mobilkom austria in analogy to other documentation as described within the “Documentation” requirement. 

[KCC] PC Q1/2007, Release 3.0
Internal specifications i.e. specifications which describe the internal communication between monitoring and analysis system will not be provided.

1.1.3 Query Performance Optimization in Analysis System
The database shall be monitored via Maintenance Reports such that performance can be optimized in order to reduce response times. Such Maintenance Reports shall also cover new user-generated reports and external queries. Performance optimization of standard reports shall be done on a regular basis (integrated within new releases). Optimization of User-generated reports are covered within the respective maintenance contract. Whenever certain KPIs (e.g. average report/query response time) cross a defined/configurable threshold, an alarm shall be generated. 

[KCC] FC Q1/2007, Release 3.0

1.1.4 Query Response Time Monitoring in Analysis System
Response times for all SQL queries shall be measured and logged. The log shall contain at least timestamps, response times and query-IDs. External systems like HP-OV shall be granted access to these logs via SNMP and/or SQL and/or (SecureFTP) such that response times can be evaluated.

[KCC] FC Q1/2007, Release 3.0
1.1.5 Operating System Platforms

All delivered software shall run on hardware that was specifically bought for this purpose (Hitachi Storage, Customized PCs, DBs,  etc.). The underlying operating system shall be LINUX in the first step for the Monitoring System but a migration to Sun Solaris has to be possible at any time afterwards if mobilkom austria decides to do so. Already the first release of the Analysis System purchased by mobilkom shall run on Solaris.

[KCC] PC Q1/2007, Release 3.0

Monitoring System: PC Q1/2007, Release 3.0. Currently only Linux is supported. Support for Solaris OS is planned after commercial availability of Solaris support for endace DAG cards.
Analysis System: FC Q1/2007, Release 3.0

1.1.6 Operating System Patch Handling

For any supported operating system, official patches must be supported – in case patches require changes in the installed system, these changes must be integrated at the earliest possible point in time but no later than one month after patch availability. This only applies for those parts of the delivered system that are covered by a maintenance contract with KCC. In general, fallback procedures must exist for the case that patches negatively influence the system functionality or performance.

[KCC] FC Q1/2007, Release 3.0
1.1.7 Hardware Platforms

Sun Sparc as well as any other x86 hardware running Solaris OS shall be an option for the METAWIN software. mobilkom can decide at any time to switch the hardware platform within the herein defined spectrum. 
[KCC] PC Q1/2007, Release 3.0
Monitoring System: 
NC, The only supported HW platform is x86 PCs.
Analysis System: 

FC Q1/2007, Release 3.0
1.1.8 Mixed PC Environment

Hardware: It must be possible to run a mixed hardware environment for the system PCs of the Monitoring System (i.e. x86 and Sun Sparc hardware)

[KCC] NC
OS: It must be possible to run a mixed OS environment for the PCs of the Monitoring System (i.e. Solaris PCs shall be able to co-exist with Linux based PCs).

[KCC] POR for future release
Dependent on 2.1.5 as OS availability is a predecessor for this issue.
1.1.9 Continued Support and Development

KCC shall provide continued support and development (maintenance, patch management, functionality extensions, etc.) for all parts of the delivered system. In case some time in the future KCC stops providing any of such support or development services, mobilkom preserves the right to access, use and further develop the whole source code of all system releases produced – no matter whether they are finished or not. 

[KCC] Please refer to chapter „ESCROW Agreement” within Anlage ./3 “Angebotsentwurf”.
1.1.10 System Maintenance SLA

KCC shall be able to maintain all parts of the delivered system. Maintenance responsibilities will be defined in the corresponding maintenance contract.
[KCC] FC Q1/2007, Release 3.0
1.1.11 Reference System

All KCC software licences required for the mobilkom reference system (Monitoring System (including Configuration PC) and Analysis System) must be free of charge for mobilkom austria. The physical location of the reference hardware within mobilkom austria is not of relevance. All initial hardware required for the METAWIN reference system will be provided by mobilkom austria. KCC is given access and granted the right to use the reference system during agreed timeframes for testing new software releases and patches. Whenever data from the live system is required for these tests, the policy stated within the MoU applies.
[KCC] FC Q1/2007, Release 3.0
1.1.12 Security Audit

In case security audits identify system weaknesses within the KCC software and KCC configurations of 3rd party software (e.g. OS, database software, etc.), these weaknesses must be overcome free of any additional charge by adapting the system at the earliest possible point in time until all related requirements are fulfilled.
[KCC] FC Q1/2007, Release 3.0
1.1.13 mobilkom Standards

All related mobilkom standards shall be respected and complied to. This applies to such standards that have explicitly been delivered to KCC for the METAWIN system (they will be part of the contract) but also those standards that are “well-known” within KCC as a result of other projects and daily business with mobilkom. Explicitly communicated mobilkom standards are: BFHB (Betriebsführungshandbuch), Implementation-Security Guideline, MAG Information Security Policy, Guidelinie for Implementation of System Specific Security Measures, Richtlinie Acceptable Use, Richtlinie Abfragen aus dem Data Warehouse, Richtlinie Verbotene Paßwörter.

[KCC] PC Q1/2007, Release 3.0
Analysis System:

BFHB-UX-V5_Standards_und_Richtlinien.doc: PC Q1/2007, Release 3.0
The Analysis System is compliant to the named document, except for the following:
1. Super-User account root is necessary during installation of application building blocks. 
2. An Oracle user with DBA privileges is necessary for specific maintenance and support activities in particular in case of trouble shooting and analysis workings.

3. The following Oracle applications are necessary:

· Oracle 10g Enterprise Edition-Licenses Named User-Basis

· Oracle Partitioning Option

· Oracle 10 Application Server - Java Edition
IS_RL_Acceptable_Use.pdf: FC Q1/2007, Release 3.0
User management and security guidelines (e.g. password restrictions, account is locked after n months of inactivity) will be managed by mobilkom austria’s Active Directory.

IS_RL_Guideline_Implementation_of_System_Specific_Security_Measures.pdf:

FC Q1/2007, Release 3.0

User management and security guidelines (e.g. password restrictions, account is locked after n months of inactivity) will be managed by mobilkom austria’s Active Directory.

IS_RL_Verbotene_Passwoerter.pdf: FC Q1/2007, Release 3.0

User management and security guidelines (e.g. password restrictions, account is locked after n months of inactivity) will be managed by mobilkom austria’s Active Directory.

mka-securityRichtlinien_mso2B2_.doc: FC Q1/2007, Release 3.0

User management and security guidelines (e.g. password restrictions, account is locked after n months of inactivity) will be managed by mobilkom austria’s Active Directory.

IS_Abfragen_aus_dem_DWH.pdf: FC Q1/2007, Release 3.0

The analysis system receives information concerning IMSI groups on a daily basis from DWH.

The analysis system administrator will be responsible for business need, rightfulness of this information. All users of the analysis system will be responsible to preserve the privacy of this information.

IS_FS_extHW_eng.doc: FC Q1/2007, Release 3.0

Monitoring System:

BFHB-UX-V5_Standards_und_Richtlinien.doc: NC

· The OS (Linux) and HW-platform (x86 PC) used for the monitoring system are currently not on the list of the supported configurations from SOM.

· Ad 3.1.6 (BfHB): SNMP is used for system alarming.

· Ad 3.1.7: A postgresSQL database is used for the storage of system configuration. This DB is not on the list of supported DB platforms from SOM.

· 3.1.10 (Standards für Security): User management and security guidelines will be managed by mobilkom Austria’s Active Directory.
IS_RL_Acceptable_Use.pdf: FC Q1/2007, Release 3.0

User management and security guidelines will be managed by mobilkom austria’s Active Directory.

IS_RL_Guideline_Implementation_of_System_Specific_Security_Measures.pdf:

FC Q1/2007, Release 3.0

User management and security guidelines (e.g. password restrictions, account is locked after n months of inactivity) will be managed by mobilkom austria’s Active Directory.

IS_RL_Verbotene_Passwoerter.pdf: PC Q1/2007, Release 3.0

User management and security guidelines (e.g. password restrictions, account is locked after n months of inactivity) will be managed by mobilkom austria’s Active Directory. Only one single root account exists on LINUX-based operating system, therefore personal accounts for administration are not possible on an OS level.
mka-securityRichtlinien_mso2B2_.doc: FC Q1/2007, Release 3.0

User management and security guidelines (e.g. password restrictions, account is locked after n months of inactivity) will be managed by mobilkom austria’s Active Directory.

IS_Abfragen_aus_dem_DWH.pdf: N/A
The monitoring system does not interface the DWH directly.

IS_FS_extHW_eng.doc: FC Q1/2007, Release 3.0

1.1.14 SOA Compliance

The system (KCC provided software) must provide means of fulfilling the following SOA related requirements already with the first purchased release (3.0): All configuration changes to the entire application (this also excludes the operating system itself and any hardware-related changes) as well as all trace fetching and login activities done by METAWIN users shall be detectable and traceable. The same applies for all interactions to and from other external interfacing systems. Traceability for all aforementioned events shall be given up to a configurable time in the past. In case SOA audits identify system weaknesses related to the aforementioned requirements, these weaknesses must be overcome forthwith and free of any additional charge by adapting the system until all related requirements are fulfilled.

[KCC] FC Q1/2007, Release 3.0
1.1.15 Feature Requests

Whenever mobilkom austria requires new features in the system, the vendor is obliged to review and discuss these requests with mobilkom austria and subsequently state availability dates and feature descriptions within one month after the receipt of the initial request was confirmed to mobilkom austria. 

[KCC] FC Q1/2007, Release 3.0
1.1.16 Availability of Existing Functionality

The purchased system must include all existing functionality (independent of its quality) that has been developed for the ftw. N2 METAWIN prototype and the existing METAWIN Monitoring System as deployed within mobilkom austria during the past years free of any charge. In case only parts of functionality (pieces of code, etc.) have been produced for the prototype or within the mentioned project and KCC needs to rewrite and/or extend significant parts of existing code in order to enable an integration into the productive solution, mobilkom austria shall get adequate discount in case the resulting productized functionality is classified as optional or customer funded feature. It is understood that the METAWIN prototype consists of all functionality as documented within ./Anlage 6 “Functionality Documentation of the N2 METAWIN Prototype” and does explicitly not include:

· scripts that satisfy specific requests for mobilkom austria or that were coded for scientific reasons

· open source software (like TCPtrace) that was used for satisfying requests from mobilkom austria or by ftw. for scientific reasons.
[KCC] FC Q1/2007, Release 3.0

KCC does not take responsibility on the system stability and -performance if mobilkom austria decides to run scripts from the mentioned prototype in the live monitoring system. These scripts can influence the monitoring system in a bad way if not started in a save environment.
2 System Requirements

2.1.1 Trace Fetching

The METAWIN system shall provide a web-based interface that allows for fetching traces of certain IMSIs, IMSI groups and IMSI lists. 

[KCC] PC Q1/2007, Release 3.0

The monitoring system currently only supports trace fetching based on single IMSI. Support of IMSI groups and IMSI lists is POR for future release.
2.1.2 Gb Deciphering Rate

The METAWIN system shall achieve a deciphering rate per SGSN of min. 70% per 7 days.  This applies for all productive SGSNs whose Gb interfaces are integrated in the METAWIN system. Moreover, KCC shall take responsibility to and put all reasonable efforts in enhancing the Gb deciphering rate in upcoming releases.

[KCC] FC Q1/2007, Release 3.0
2.1.3 Historical Gb Deciphering Information

Historical Gb deciphering information between mobile terminals and SGSNs must be available in the METAWIN system even after a cold reboot of Tracing PCs. 

[KCC] FC Q1/2007, Release 3.0
2.1.4 Graphical User Interface

The user interface shall be realized via a single combined Web-based GUI and secured connections (SSL).
[KCC] PC Q1/2007, Release 3.0

SSL/HTTPs: FC Q1/2007, Release 3.0

A single combined Web-based GUI for Monitoring and Analysis System is POR for future release.
It shall run on Internet Explorer and Mozilla Firefox without any limitations. All future versions of the mentioned browsers shall be supported. 

[KCC] FC Q1/2007, Release 3.0
2.1.5 Access to the Web-GUI

The system shall have means of authenticating web users against mobilkom’s LDAP / Active Directory. The authentication process shall be able to make use of mobilkom’s NT usernames and thus be integrated into mka’s environment. Username/Password tuple shall be checked and verified by the mka system, whereas rights are to be specified within the METAWIN system.
[KCC] FC Q1/2007, Release 3.0

It shall be possible to create users within the METAWIN system by importing CSV files with a defined format including access rights.
[KCC] POR for future release
2.1.6 IMSI-Based Access Limitation on the Trace-Fetcher

The Trace-Fetcher shall have the possibility to configure IMSI-based access lists for users, such that via the Web-GUI only traces of configured IMSIs (i.e. IMSIs, IMSI groups and IMSI lists) can be downloaded from the ring buffer – trace data of other requested IMSIs shall simply be excluded from the trace.

It shall be possible to save these IMSI-lists in analogy to the reporting/query part – moreover, IMSI-lists for reports/queries shall also be available for trace fetcher access-lists and vice versa. Only the admin user shall have the right to modify these access lists but the single user’s active restrictions (i.e. access-list of IMSIs)  shall be visible for that user as well. 

[KCC] POR for future release
2.1.7 Interface-Based Access Limitation on the Trace-Fetcher

The Trace-Fetcher shall have the possibility to configure Interface-based access lists for users, such that via the Web-GUI only traces of allowed interfaces (correlated to DAG cards) can be downloaded from the ring buffer – trace data of other requested interfaces shall simply be excluded from the trace. Whenever “forbidden” interfaces are requested, this shall be logged with a timestamp, the respective interface(s) and the username. Only the admin user shall have the right to modify these access lists but the single user’s active restrictions (i.e. access-list of interfaces) shall be visible for that user as well. 

[KCC] POR for future release
2.1.8 Login Logging

Each login attempt shall be logged. A user must enter valid NT username and NT password. In case the trace fetcher is accessed, a (non-empty) reason for this access attempt has to be provided by the user – all this information including a login timestamp shall be recorded into a log file.

[KCC] FC Q1/2007, Release 3.0
The admin user shall have the possibility to globally turn on/off the necessity for users to provide an access reason. A user shall be disabled for a configurable period of time after a configurable number of invalid login attempts were made by this user. 

[KCC] PC Q1/2007, Release 3.0

Analysis System:

FC Q1/2007, Release 3.0

Monitoring System:
POR for future release
2.1.9 Timeout for User Sessions

In all parts of the system, session timeouts shall exist. These timeouts shall be configurable by the admin user. 

[KCC] PC Q1/2007, Release 3.0
Analysis System:

FC Q1/2007, Release 3.0
Monitoring System:
N/A

2.1.10 Limit for Simultaneous Logins

For the Admin user it shall be possible to configure the limiting number of system logins per user.
[KCC] PC Q1/2007, Release 3.0
Analysis System:

It is possible for the Administrator to configure a global value that applies for all users, where Admin users themselves are not affected by this functionality.

Monitoring System:
N/A

2.1.11 User Activity Log for Trace Fetching

A separate log file shall hold all trace fetching activities of all users including at least timestamps, parameters of the requested trace and the username. 
[KCC] FC Q1/2007, Release 3.0
2.1.12 System Alarming

System alarms shall be sent at least via SNMPv1 traps. The MIB must be made available to mobilkom austria pro-actively without explicit request to do so latest one month after having implemented the respective software in mobilkom austria’s reference or production system. This also includes any MIB updates that result from software changes like patches, bug-fixes, new sub-releases and releases, etc. Any alarm shall be categorized into the thee severity levels Informational, Warning and Critical. 

[KCC] FC Q1/2007, Release 3.0
It shall be possible to extract system information via SNMP queries. At least two types of alarms shall be distinguished:


- system failures

- system health (performance degradation)

[KCC] PC Q1/2007, Release 3.0
Monitoring System: 
FC Q1/2007, Release 3.0
Analysis System: 

POR for future release
2.1.13 System Monitoring

In analogy to devices like GGSNs, SGSNs, etc. the system shall provide meaningful internal counters that are constantly written to local files. External systems like NEXUS shall be provided with the possibility to autonomously collect these counter files periodically in order to generate system statistics. 

[KCC] FC Q1/2007, Release 3.0
Monitoring System: 
Counters are available through SNMP queries. These can be automated via CRON jobs and regularly dumped into a file via snmp-walk.
Analysis System: 

The system offers statistical information via specific maintenance reports. Results from these reports can be exported to files with different formats. (html, xls, xlscsv, csv, txt, xml, pdf, rtf).

2.1.14 User Rights

The system must provide means of flexibly granting rights, assigning roles and groups to users. “Report Generator” shall be one possible role.

[KCC] PC Q1/2007, Release 3.0

Analysis System: 

FC Q1/2007, Release 3.0

Monitoring System: 
PC. Only “trace fetcher” is supported as a role.
2.1.15 Immediate Job Cancellation (Query Management)

The system shall be protected against harmful user-generated reports and queries as well as trace fetching in a way that the user at any time has the possibility to terminate his query/trace-download via a “Cancel” button, which in turn leads to a clean removal of the running job from the system – all system resources shall be freed up after pushing this “Cancel” button. In addition the user shall be able to see the time already passed since starting his inquiry.

[KCC] POR for future release
2.1.16 Reactive Job Cancellation

On the Web-GUI of the Analysis System the admin user shall have the possibility to list all running jobs including the time already passed since it was started, the user name and the used system resources.
[KCC] FC Q1/2007, Release 3.0
The admin user shall also have the possibility to cancel any of the running jobs from the list.

[KCC] POR for future release
2.1.17 Activation- and Deactivation of Protocol Parsers

The Admin user must be able to activate and deactivate every single application level parser for the following cases, where both black- and white-listing must be possible in all cases. It is understood that if a parser of a certain protocol layer is activated/deactivated, all parsers which are located above in the protocol stack will also be activated/deactivated.

· globally for the entire system

[KCC] FC Q1/2007, Release 3.0
· for a defined set of IMSIs (ranges, prefixes and lists) 

[KCC] NC
· for a defined set of APNs

[KCC] NC
· for any combination of the above

[KCC] NC
2.1.18 Trace Anonymization

For all supported protocols it shall be possible to explicitly turn on/off immediate anonymization (hashing of at least IMSI and MSISDN) on the following levels, where both black- and white-listing must be possible in all cases but not necessarily at the same time:

· globally for the entire system

[KCC] FC Q1/2007, Release 3.0
· for a defined set of IMSIs (ranges, prefixes and lists) 

[KCC] POR for future release
· for a defined set of APNs

[KCC] POR for future release
· IP addresses as seen on the Gi interface

[KCC] POR for future release
· for any combination of the above

[KCC] NC

Anonymization must be configurable in a flexible manner i.e. the admin user must have the possibility to define specific fields that will then be anonymized/hashed.

[KCC] NC

2.1.19 Payload Cut

It shall be possible to explicitly turn on/off payload cutting on the following levels, where both black- and white-listing must be possible in all cases:

· globally for the entire system

[KCC] FC Q1/2007, Release 3.0
· for a defined set of IMSIs (ranges, prefixes and lists) 

[KCC] POR for future release
· for a defined set of APNs

[KCC] POR for future release
· IP addresses as seen on the Gi interface

[KCC] POR for future release
· for any combination of the above

[KCC] NC
Payload Cut must be configurable in a flexible manner i.e. the admin user must have the possibility to define specific protocol levels (dependent on the active protocol parsers) from which onwards payload (i.e. all bits in between the last bit of the respective protocol header and the first bit of the corresponding protocol trailer) will then be cut for the respective protocol. This requirement does only apply for protocols that are standardized by the IETF and for which a parser exists in the Monitoring System. Furthermore, all Non-IETF Non-Signalling protocols for which a parser exists shall be covered.
[KCC] FC Q1/2007, Release 3.0
Especially for HTTP, payload cut shall be available in a way that the complete HTTP payload shall be stripped of and additionally also the URI starting from a configurable position (based on subdirectory depth – Filenames shall always be cut off).

[KCC] POR Release 4.0
2.1.20 Payload Encryption

In addition and analogy to the payload cut, the system shall be able to encrypt payload such that keys have to be entered in order to be able to decrypt the traces. The key pair shall be switched on a daily basis – no need to have one key for every IMSI. Encryption strength and technology shall be state-of the art. 

[KCC] POR for future release
2.1.21 Trace Capturing (De-)activation

It must be possible to deactivate the entire data capturing functionality at any time and activate it based on the following levels, where both black- and white-listing must be possible in all cases:
· globally for the entire system

[KCC] FC Q1/2007, Release 3.0
· for a defined set of IMSIs (ranges, prefixes and lists) 

[KCC] POR for future release
· for a defined set of APNs

[KCC] POR for future release
· IP addresses as seen on the Gi/Gn interface
[KCC] POR Release 4.0
· for any combination of the above

[KCC] NC

2.1.22 Online Tracing

The system must be capable of providing an online tracing functionality where communication is presented near real-time via the Web-GUI (deviation max. 5 seconds). 

[KCC] FC Q1/2007, Release 3.0
It shall be possible to manually start/stop online tracing and to save the output in PCAP and RF5 format onto the user’s client PC. Access to this functionality shall be restricted (in analogy to the standard trace fetching tool). 

[KCC] PC Q1/2007, Release 3.0
RF5 format will be available in a future release
Online tracing shall also be possible by using Ethereal as access tool to the ring buffer.
[KCC] POR Release 4.0
2.1.23 Notification on System Overload

Only limited resources shall be available for users in order to not negatively influence the system-internal processes. Before a user request is passed to the system, an information shall be provided to the user in case the query cannot be processed due to exhausted system resources. 

[KCC] PC Q1/2007, Release 3.0
Monitoring System:
N/A
Analysis System: 

PC Q1/2007, Release 3.0
System resources are controlled by ORACLE RESOURCE MANAGER inside the database. This way queries cannot exhaust configured system resources. Furthermore profiles can be configured to cancel long running queries automatically. No information is passed to the user before running a query.

2.1.24 IMSI-based Trace Fetching on AAA Interface

Trace fetching from the AAA interface of the GGSN (RADIUS/DIAMETER) shall be IMSI-based. Users shall have the possibility to specify IMSIs on the Web-GUI as search-parameter just like for the Gn interface such that all RADIUS and DIAMETER packets from the given IMSI within a specified timeframe are included in the resulting trace file.

[KCC] PC Q1/2007, release 3.0

RADIUS: FC Q1/2007, Release 3.0

DIAMETER: POR for future release
2.1.25 Trace Anonymization via the Trace Fetcher
On the Web-GUI, when downloading a trace, the user shall have the possibility to receive this trace in both ways, anonymized (hashed IMSI and MSISDN) and in the form as it exists in the ring-buffer.

[KCC] POR Release 4.0
Interfaces

2.1.26 SQL

Via SQL queries it shall be possible to extract data from the Analysing System’s database holding constantly updated data records.

[KCC] FC Q1/2007, Release 3.0
Furthermore, it shall be possible to access also the raw traces and thus data that has not been imported to the database.
[KCC] POR for Release 4.0 (prerequisite for requirement 3.1.22 Online Tracing)
2.1.27 ODBC

It shall be possible to access any kind of trace-data via an ODBC interface such that standard products like MS Access or Oracle can be used for post-processing. This interface must provide means of limiting access to dedicated users. 

[KCC] PC Q1/2007, Release 3.0
Monitoring System:
POR for future release
Analysis System: 

FC Q1/2007, Release 3.0
2.1.28 ARAN

The delivered Monitoring System must be ready to directly interface (i.e. deliver data in the required format) with ARAN as deployed in mobilkom austria. Interfacing has to be possible from the collection- as well as from the analysis system.
[KCC] PC Q1/2007, Release 3.0
Monitoring System:
PC Q1/2007, Release 3.0
Tickets into ARAN capture interface are in general feasible but subject to separate negotiations (customer funded feature). This functionality would then include all information as specified in the ARAN interface specifications and thus comply to the ticket format.
Analysis System: 

PC Q1/2007, Release 3.0
The results of all available reports can be exported into files with the following formats: html, xls, xlscsv, csv, txt, xml, pdf, rtf. Creating an ARAN-like format is in general feasible but subject to separate negotiations (customer funded feature). This functionality would not include all information as specified in the ARAN interface specifications – the aforementioned respective Monitoring System interface is a prerequisite for this functionality.
2.1.29 iNet

The delivered system must be ready to directly interface (i.e. deliver data in the required format) with iNet as deployed in mobilkom austria. Interfacing has to be possible from the collection- as well as from the analysis system.
[KCC] NC

2.1.30 CCSM

The delivered system must be ready to directly interface (i.e. deliver data in the required format) with CCSM as deployed in mobilkom austria. Interfacing has to be possible from the collection- as well as from the analysis system.
[KCC] PC Q1/2007, Release 3.0
Monitoring System:
N/A
Analysis System: 

PC Q1/2007, Release 3.0
The results of all available reports can be exported into files with the following formats: html, xls, xlscsv, csv, txt, xml, pdf, rtf. Creating an CCSM-like format is in general feasible but subject to separate negotiations (customer funded feature).
2.1.31 External Data Sources for the Analysis System

The system must be able to interface with other systems in order to import external data (as flat files (CSV), tables and via a CORBA interface), which in turn shall be available as additional data source for all queries and reports. Examples would be external subscriber data from mobilkom’s DWH (Data Ware-House) that shall serve as source for the creation of IMSI lists, etc. or tariff information (customer has one base tariff and potentially multiple tariff options and/or service packages like VFL!, A1-NAVI, etc.).
[KCC] PC Q1/2007, Release 3.0
The system can load reference data via flat files and via JDBC access to other RDBMS databases. No CORBA interface available.

2.1.32 Machine-to-Machine

For the Analysis System, an SQL-Net interface shall exist through which other systems may extract required information. In addition to that, it shall be possible to store predefined queries as CSV file and allow other systems to collect these files on a regular basis. Furthermore, a JDBC access interface shall exist.
[KCC] FC Q1/2007, Release 3.0
2.1.33 Business Objects

The system shall provide an interface to “Business Objects” (BO) with a respective Universe, such that users with BO clients in mobilkom austria can access the data source in order to build their own reports. 

[KCC] NC

2.1.34 CSV

The Analysis System shall be capable of providing CSV files for external systems. The CSV structure (sequence of data columns and field separator) must be configurable for mka.
[KCC] PC Q1/2007, Release 3.0

The results of all available reports can be exported into files with the following formats: html, xls, xlscsv, csv, txt, xml, pdf, rtf. The sequence of data columns is implicitly configurable by adapting the source report.

Configurable sequence of data columns: FC Q1/2007, Release 3.0

Configurable field separator: POR for future release

2.1.35 CORBA

The system shall provide a flexible CORBA interface in order to fetch reference data from external systems on demand and additionally on a regular basis. 

[KCC] NC

2.1.36 XML

The system shall provide a flexible XML interface in order to fetch reference data from external systems on demand and additionally on a regular basis. 

[KCC] POR for future release
2.1.37 GGSN

The Nortel GGSN holds a CBB (Content Based Billing) policy that is used for rating URLs differently for certain users. The system shall offer an interface towards the Nortel GGSN (at least release PC5.0 and above) in order to fetch the CBB policy and use it for reports and queries. 

[KCC] NC

2.1.38 FTP, SCP and Secure FTP

Other systems shall be able to logon to the METAWIN system via all FTP, SCP and Secure FTP in order to regularly download files like report data, etc. In addition to that, the METAWIN system shall also be able to actively push files (that have previously been saved in a hierarchical directory structure) in a regular manner via FTP and SCP to other systems - for example via CRON jobs. 

[KCC] FC Q1/2007, Release 3.0
2.1.39 DWH

The system must be able to interface with mobilkom’s DWH (Data Ware-House) such that data can be exported from the METAWIN system into the DWH. Existing mka guidelines as specified in the document “dwh_ifguideline.doc“, version 1.0 (14.08.2002) as sent to KCC via e-mail on August 23rd, 2006 must be complied to.

[KCC] PC Q1/2007, Release 3.0
The Analysis System is fully compliant with the SQL-Net based interface as described in chapter “5.2 DATENBANKANBINDUNG” in the document “dwh_ifguideline.doc“. The flat-file based interface is subject to separate negotiations (customer funded feature).

2.1.40 CRA

The system must be able to interface with mobilkom’s CRA (Cost&Revenue Assurance) system according to the interface specifications as documented within the file “CRA Package.zip“ (e-mailed to KCC on August 23rd, 2006) including the files “Anleitung ControlDelivery.doc“, “ControllCollection_1.1_v27.xls“, “CRA Basis-Infos.doc“, “cra_controldelivery_muster.txt“ and “cra_controldelivery_vorlage.xls“.

[KCC] PC Q1/2007, Release 3.0
The results of all available reports can be exported into files with the following formats: html, xls, xlscsv, csv, txt, xml, pdf, rtf. To implement an interface which is compliant to the required control mechanism and data format would be a customer funded feature.
Other Functionality

2.1.41 Terminal Tester

2.1.41.1 Proactive Testing Mode

Terminals need to be tested against existing standards before they enter the market. It shall be possible to manually activate the terminal testing functionality (error messages from parser) for specific IMSIs, IMSI ranges and -lists during the time of testing and deactivate it afterwards. Errors and misbehaviours shall be identified and reported to the users. 

[KCC] NC

2.1.41.2 Reactive Testing Mode

Parsers shall always be active on all interfaces and report misbehaviour of mobiles in three levels: Informational, Warning, Critical. The output (log file) shall include at least IMEI, IMSI, Cause Code, Error Description, Cell Information (if available) and timestamp. It shall be configurable, which level of criticality is written into the log file. 

[KCC] NC

Statistical Reports and Queries

2.2 General Requirements

2.2.1 Transport Protocol Versions

All existing and future protocols shall be supported and made available in the installed system. 

[KCC] PC
The set of supported protocols and protocol versions is depending on the feature planning from KCC. The protocol fields that are exported to the analysis system will be defined by KCC based on customer requirements.
For example, it shall be possible to generate reports/queries based on the new GTP elements RAT, IMEI(SV), etc. In order to achieve optimal performance, such new fields have to be additionally exported to the analysis database.
[KCC] POR for future release
Whenever protocol parsers are integrated into the Monitoring System, these parsers are going to be fully coded such that all possible header fields (independent if they’re currently used by the protocol or not) are available and utilizable - private extensions and vendor-specific attributes are not automatically supported. Via a direct SQL interface to the ring buffer it will be possible to use all of these fields in the SQL statement and this way extract required data. The Analysis System is able to use the ring buffer as an additional “external” data source via the mentioned direct SQL interface such that in the end reports can fetch data from the ring buffer without the necessity of having the respective protocol field integrated in the feeders between Monitoring- and Analysis System. Such direct queries to the ring buffer are expected to multiply response times and are therefore rather seen as temporary solution for on-demand queries and therefore not to be used for recurring and automated reports.

The protocol fields that are exported from the Monitoring System to the Analysis System are defined by KCC based on customer requirements. The set of exported fields must be limited for the sake of efficient use of memory.
2.2.2 Supported Application Level Protocols

A list of supported protocols (parsers) must be made available to mobilkom austria. This list must include at least HTTP (1.0 and 1.1), eMail (POP3, SMTP, IMAP), Streaming (RTSP, RTCP, SDP) and SIP (incl. SIP compressed). 
[KCC] PC Q1/2007, Release 3.0
The following protocols are supported with Release 3.0:

· Asynchronous Transfer Mode (ATM)

· ATM Adaption Layer 2 (ATMAAL2)

· ATM Adaption Layer 5 (ATMAAL5)

· Challenge Authentication Protocol (CHAP)

· Ethernet (ETHERNET)

· Frame Relay (FR)

· GPRS Tunnelling Protocol – Control V0 (GTPV0)

· GPRS Tunnelling Protocol – Control V1 (GTPV1)

· GPRS BSS Protocol (BSSGP)

· GPRS Mobility Management (MOBILE-L3)

· GPRS Logical Link Control (LLC)

· GPRS Network Service (NS)

· GPRS Session Management (MOBILE-L3)

· GPRS Sub-Network Dependent Convergence Prot. (SNDCP)

· GPRS Transparent Tunnelling Protocol (MOBILEL3)

· IEEE 802 Logical Link Control (802-LLC)

· Internet Protocol v4 (IPv4)

· Internet Protocol v6 (IPv6)

· IP Configuration Protocol (IPCP)

· Link Control Protocol (LCP)

· Mobile Application Part (MAP); (not all operations supported)

· Password Authentication Protocol (PAP)

· Permanent Virtual Connections (Q.933)

· Radio Access Network Application Part (RANAP)

· Remote Access Dial In User Service (RADIUS)

· Service Specific Connection Oriented Protocol (SSCOP)

· Signalling Connection Control Part (SCCP)

· System Network Architecture Protocol (SNAP)

· Transaction Capabilities Application Part (TCAP)

· Transaction Control Protocol (TCP)

· User Datagram Protocol (UDP)

· Virtual LAN (VLAN)

Vendor specific attributes (e.g. Radius) and private extensions (e.g. GTP) are not supported.

Status of the requested protocols:

HTTP 1.0 and 1.1: 
POR Release 4.0
eMail (POP3, SMTP, IMAP):       
POR for future release
Streaming (RTSP, RTCP, SDP):  
POR for future release
SIP (incl. SIP compressed):    
POR for future release
DIAMETER:
POR for future release
Subsequently, it shall be possible to base reports and queries on specific fields of these application level headers (for example HTTP URLs, eMail destination domains, Stream URLs, quality indications of streams, etc.). 

[KCC] PC Q1/2007, Release 3.0
The protocol fields that are exported from the Monitoring System to the Analysis System are defined by KCC based on customer requirements. The set of exported fields must be limited for the sake of efficient use of memory. For on-demand queries to fields that are not yet available in the Analysis System but can be queried on the Monitoring System, the approach described in chapter 4.1.1 may be used.

2.2.3 Notifications to the Administrator

Admin users shall be notified whenever a new report is shared or published. Furthermore, notifications shall be sent, whenever a certain query/report takes longer than XX seconds/minutes. “XX” shall be configurable by the Admin. 

[KCC] POR for future release
2.2.4 Report Hierarchy

Reports have to be structured in a predefined hierarchy. Public reports shall be available for all users whereas every user shall have a separate repository that may hold private reports. A user must have the possibility to share his private reports with others on the level of single reports or report categories/directories that can be defined by the user. Publishing a report for everybody can be done by the admin user only. 

[KCC] PC Q1/2007, Release 3.0
Reports are currently organised in report groups, and access rights can be given to individual users or to user groups on a report-basis or on a report-group basis. However, only the administrator can manage report-access rights. Reports can be posted into all groups that the respective user has read-access for.
2.2.5 Search Functionality

It must be possible to search for keywords within public and shared reports. 

[KCC] POR for future release
2.2.6 Report Thresholds

For each data entity within a report, at least three threshold severity levels (informational, warning, critical) shall be configurable. Negative (minimum) as well as positive (maximum) thresholds shall be configurable. All these thresholds shall – if activated and assigned a value - be visible as dotted lines (or else) in the report output (graph).

Threshold base-lining shall be available in order to cope with dynamic thresholds like for example throughputs over the day (for example: 5 Mbit/s throughput on Gi might be fine in the night but definitely not during the peak hour).

For each threshold it shall be possible to activate alarming such that an SNMP trap and an email notification to configurable addressees is sent whenever the value exceeds the configured threshold. Only admin users or the report owner/generator shall have the right to set/change thresholds, whereas alarming activation is an exclusive option for the admin user.

As a second option, an SQL-Net interface shall exist, through which any monitoring-/alarming system has the possibility to extract required information. In this case, the external system sets thresholds and decides on the generation of an alarm.
[KCC] FC Q1/2007, Release 3.0
2.2.7 Report Enhancement Packs

Whenever new reports are produced or existing reports are optimized by the vendor, these predefined reports (not the output content of operators) shall subsequently be made available to mobilkom austria. This also includes customer-funded reports except those for which the respective customer requested exclusivity. New/enhanced/optimized reports shall be integrated in a way that the vendor delivers patches that can be installed to the system by mka personnel. Additionally patch describing notes and documentation shall be delivered. If mobilkom austria decides (on a case-by-case basis) to skip one or the other report enhancement pack, this must not lead to any inconsistencies or incompatibilities with other functionalities of the system. 

[KCC] FC
2.2.8 Saving Group Objects

IP address groups as well as IMSI groups, TCP/UDP port groups and combinations of any of those need to be configurable in a way that they can be saved by assigning a name and description, viewed and re-used for future queries and reports. 

[KCC] PC Q1/2007, Release 3.0
Reference data for IMSI groups will be available in the initial release in Q1/2007. Any NEW kind of reference data besides IMSI groups (i.e Lists of IP addresses, Cell-IDs, Routing Areas, URLs, MNC/MCCs) need to be integrated into the Analysis System separately. This is, because modifications to the entity relationship model and other parts of the system are necessary. The abovementioned groups in brackets are POR for a future release. With the integration of these groups into the database, any new list for such a group can be created by the database administrator and used by the database user. For example: Once a reference data group for IP addresses exists, administrators can define multiple lists of IP addresses and save them for the use of other users.
2.2.9 Gn Reports Availability with IPC Hosting

Where technically feasible, Gn reports shall not solely be based upon traces of Gn-GGSN interfaces – i.e. where possible, reports requiring Gn traces shall also be available in case no Gn-GGSN traces exist (for example due to “IPC Hosting”).
[KCC] FC Q1/2007, Release 3.0
Some reports cannot be realized when only the SGSN-Gn interface is monitored. KCC suggests to use the IPC-links as source for GGSN-Gn traces which should contain all necessary data.

Reports and Queries

At least reports described within report specification document (Anlage ./2) must be available for mobilkom austria with the initial release of Verkehrsanalysesystem (Release 3.0).

[KCC] FC Q1/2007, Release 3.0
All reports shall additionally list minimum and maximum values based on the report’s result set in numeric form. Additionally either average (mean), median or 95 percentile values shall be available in all reports.
[KCC] POR for Release 4.0
2.2.10 Session, Subscribers and Terminals

2.2.10.1 Number of attached Subscribers per Cell-ID

[KCC] NC, is not sufficiently signalled on Gb/Iu according to 3GPP specification
2.2.10.2 Unsuccessful PDP context activation attempts per reject cause

2.2.10.2.1 Query

2.2.10.2.2 Report: per APN

2.2.10.2.3 Report: per MNC/MCC

2.2.10.2.4 Report: per IMSI -range, -list

2.2.10.3 PDP Context Activation Success vs. Activation Errors

2.2.10.3.1 Query

2.2.10.3.2 Report: per list/group of IMSIs

2.2.10.3.3 Report: per APN

2.2.10.3.4 Report: per Cause Value

2.2.10.3.5 Report: Total

2.2.10.4 Visited Cells per IMSI

2.2.10.4.1 Query

2.2.10.4.2 Report: per PDP Context

2.2.10.4.3 Report: all PDP Contexts

2.2.10.5 Number of successful PDP Contexts per variable IMEI prefix per MNC/MCC

2.2.10.5.1 Query

2.2.10.6 Number of PDP Context Requests per variable IMEI prefix per MNC/MCC

2.2.10.6.1 Report: Delta of established PDP contexts in % per configurable list of APNs

2.2.10.7 Number of distinct IMSIs per timeframe

2.2.10.7.1 Query

2.2.10.7.2 Report: per APN

2.2.10.7.3 Report: per IP address group (combinations of IP ranges and lists)

2.2.10.7.4 Report: per TCP/UDP port group (combinations of port ranges and lists)

2.2.10.7.5 Report: per combination of IP address and TCP/UDP port groups

2.2.10.8 Total Number of TCP flows per PDP Context per IMSI

2.2.10.8.1 Query

2.2.10.8.2 Report: per IP address group (combinations of IP ranges and lists)

2.2.10.8.3 Report: per TCP/UDP port group (combinations of port ranges and lists)

2.2.10.8.4 Report: per combination of IP address and TCP/UDP port groups

2.2.10.9 Concurrent TCP flows per IMSI per APN /all APNs

2.2.10.9.1 Query

2.2.10.9.2 Report: Maximum TCP flows per IMSI ranked (Top 1000 IMSIs including port numbers) per APN and per all APNs

2.2.10.9.3 Report: Average TCP flows (95 percentile) for all IMSIs per APN and per all APNs

2.2.10.9.4 Report: Average TCP flows on port 80 for all IMSIs per APN and per all APNs

2.2.10.10 Number of IP addresses with configurable TCP communication

2.2.10.10.1 Query

2.2.10.10.2 Report: Number of IP addresses with TCP/80 communication on APN a1.net during the busiest 5 minutes of the day

2.2.10.11 Number of Unacknowledged TCP SYN Requests per APN / all APNs

2.2.10.11.1 Query

2.2.10.11.2 Report: per IMSI ranked (Top 1000 including port numbers) per APN / all APNs

2.2.10.11.3 Report: Total

[KCC] POR for future release

… for all listed reports in 4.2.1 (as far as the data from the protocol parsers can be made available to the analysis system due to memory- and performance considerations) except those stated as NC.
2.2.11  Volume based analysis

2.2.11.1 Application Level – HTTP

2.2.11.1.1 Query: Data volume on IP level (OSI Layer 3) per timeframe per IMSI/-range/-list for HTTP(s) communication with URLs that are not covered by the CBB policy The query shall offer an input mask for an offline CBB policy file. The following table shows a potential output where the query shall be available for all HTTP- as well as for WAP-Only traffic in order to be able to distinguish WAP from Web-browsing.

	TIMEFRAME:
	START:
2006-07-18, 10:44
	

	
	STOP:

2006-07-18, 17:20
	

	
	
	

	TRAFFIC COVERED BY CBB POLICY

	IMSI
	URL Catch
	Volume

	232012323
	http://*.orf.at/*
	349 byte

	
	http://live.a1.net/games/*
	12.349 byte

	TOTAL for this IMSI:
	12.698 byte

	232012346
	http://games.xidris.com/*
	56 byte

	TOTAL for this IMSI:
	56 byte

	TOTAL:
	12.754 byte

	

	TRAFFIC NOT COVERED BY CBB POLICY

	IMSI
	URL
	Volume

	232012323
	http://www.chello.at/index.html
	249 byte

	
	http://www.ebay.at/selling/now.php
	23 byte

	
	http://www.nhl.com/main.htm
	5 byte

	TOTAL for this IMSI:
	277 byte

	232013244
	http://www.ebay.at/selling/now.php
	2.349 byte

	
	http://mail.gmx.net/login.asp
	1.323 byte

	TOTAL for this IMSI:
	3.672 byte

	TOTAL:
	3.949 byte


2.2.11.1.2 Query: Data volume on IP level per timeframe per IMSI/-range/-list for HTTP(s) communication with a configurable (input parameter) list of URLs (wildcards * and ? shall be available at any position of the URL). This query shall be available for all HTTP traffic and additionally for WAP-Only traffic.

2.2.11.1.3 Report: Cumulated data volume per day on IP level for lists of URLs (e.g. VFL portal, CBB policy, A1-Navi Servers, etc.). Only for the Admin user it shall be possible to save lists of URLs as a configurable name and use this for future queries and reports. This query shall be available for all HTTP traffic and additionally for WAP-Only traffic.

2.2.11.1.4 Report: WAP-Only: per all APNs

2.2.11.1.5 Report: WAP-Only: per IMSI group

2.2.11.1.6 Report: WAP-Only: per IMSI group and APN

2.2.11.2 Data volume analysis per physical interface

2.2.11.2.1 Report: per physical interface Uplink

2.2.11.2.2 Report: per physical interface Downlink

2.2.11.2.3 Report: per physical interface

2.2.11.3 Data volume analysis per Internet IP

2.2.11.3.1 Report: WAP-Only: per Internet IP group (not the WAP-GW IP)

2.2.11.3.2 Report: WAP-Only: Average per IMSI per Internet IP group (not the WAP-GW IP)

2.2.11.4 Data volume analysis per group of Internet UDP/TCP Ports

2.2.11.4.1 Report: Up and Downlink per IMSI (ranked and average)

2.2.11.4.2 Report: Up and Downlink per handset type (IMEI) ranked

2.2.11.5 Data volume analysis for configurable application services (A1-Navi, etc.)

2.2.11.5.1 Query

2.2.11.5.2 Report: per IP address group (combinations of IP ranges and lists)

2.2.11.5.3 Report: per TCP/UDP port group (combinations of port ranges and lists)

2.2.11.5.4 Report: per combination of IP address and TCP/UDP port groups

2.2.11.6 Average size of an email

2.2.11.6.1 Query

2.2.11.6.2 Report: per IMSI ranked

2.2.11.6.3 Report: per handset type (IMEI)

2.2.11.7 Data volume analysis for geographical areas

2.2.11.7.1 Query

2.2.11.7.2 Report: per SGSN area

2.2.11.7.3 Report: per routing area

2.2.11.7.4 Report: per list of Cell-IDs

2.2.11.7.5 Report: per IP address group (combinations of IP ranges and lists)

2.2.11.7.6 Report: per TCP/UDP port group (combinations of port ranges and lists)

2.2.11.7.7 Report: per combination of IP address and TCP/UDP port groups

2.2.11.8 Time-based data volume analysis per day (usage over the day)

2.2.11.8.1 Query

2.2.11.8.2 Report: per APN

2.2.11.8.3 Report: per all APNs

2.2.11.8.4 Report: per IP address group (combinations of IP ranges and lists)

2.2.11.8.5 Report: per TCP/UDP port group (combinations of port ranges and lists)

2.2.11.8.6 Report: per combination of IP address and TCP/UDP port groups

2.2.11.9 Current throughput per IMSI per APN (like MRTG)

2.2.11.9.1 Query

2.2.11.9.2 Report: throughput as a one minute (or less) average and maximum values, where the graph is updated in the GUI every <configurable> seconds/minutes
[KCC] POR for future release

… for all listed reports in 4.2.2 (as far as the data from the protocol parsers can be made available to the analysis system due to memory- and performance considerations) except those stated as NC.
2.2.12 Procedures

2.2.12.1 RAU statistics per cell (+ pro Routing Area + Inter-RAU statistics)

2.2.12.1.1 Query

2.2.12.1.2 Report

2.2.12.2 Number of RAU rejects per cause code

2.2.12.2.1 Query

2.2.12.2.2 Report: per mobilkom SGSN

2.2.12.2.3 Report: per operator (MNC/MCC)

2.2.12.2.4 Report: combinations of the above

2.2.12.2.5 Report: cause code “MSID not derived by network” per operator per mka SGSN

2.2.12.3 Number of inbound roaming IMSIs entering the mobilkom network from MNC/MCC (split into two groups; national and international operators)

2.2.12.3.1 Query

2.2.12.3.2 Report: per RNC area

2.2.12.3.3 Report: per routing area

2.2.12.3.4 Report: per cell

2.2.12.4 Count of IMSIs per operator (MNC/MCC) handled by “Managed Roaming”

2.2.12.4.1 Query

2.2.12.4.2 Report: per VLR

2.2.12.4.3 Report: per cause code

2.2.12.4.4 Report: per VLR per cause code

2.2.12.5 Paging success ratio (request with corresponding response in 3G, request with corresponding suspend in 2G)

2.2.12.5.1 Query

2.2.12.5.2 Report: per cell

2.2.12.5.3 Report: routing area

2.2.12.5.4 Report: RNC/BSC area

[KCC] POR for future release

… for all listed reports in 4.2.3 (as far as the data from the protocol parsers can be made available to the analysis system due to memory- and performance considerations) except those stated as NC.
2.2.13 Other Reports

2.2.13.1 RTT, SRTO, etc.

2.2.13.1.1 Query

2.2.13.1.2 Report: per IMSI ranked (Top 1000)

2.2.13.1.3 Report: per APN ranked

2.2.13.1.4 Report: per application protocol ranked (Top 100)

2.2.13.1.5 Report: Total

2.2.13.2 Duration of PDP Contexts

2.2.13.2.1 Query

2.2.13.2.2 Report: Average per APN

2.2.13.2.3 Report: Average per list/group of IMSIs

2.2.13.2.4 Report: Average overall

2.2.13.3 TCP Retransmissions

2.2.13.3.1 Query

2.2.13.3.2 Report: per cell/RA

2.2.13.3.3 Report: per tapped interface

2.2.13.3.4 Report: per list/group of IMSIs

2.2.13.4 Number of successfully delivered video streams (teardown seen) vs. number of unsuccessful video streams (no teardown seen)

2.2.13.4.1 Query

2.2.13.4.2 Report: per cell/service area

2.2.13.4.3 Report: per URI

2.2.13.4.4 Report: per cell per URI

2.2.13.4.5 Report: per IMSI

2.2.13.5 Number of short messages (SMS) with content “Sie hatten <X> Anrufe in Abwesenheit von”

2.2.13.5.1 Query

2.2.13.5.2 Report: per cell

[KCC] POR for future release

… for all listed reports in 4.2.4 (as far as the data from the protocol parsers can be made available to the analysis system due to memory- and performance considerations) except those stated as NC.
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