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1 Background and relation to past projects

The METAWIN project (N2, 2004-05) developed and deployed a sophisticated monitoring and analysis system for 3G network (GPRS and UMTS). A commercial version of the system, delivered by Kapsch CarrierCom (KCC), is currently deployed and operational at the Mobilkom Austria (MKA) premises. The METAWIN system deployed in MKA was extended to feed data to the the DataXtender© system (DXT), a legacy product by KCC. The overall monitoring platform, - i.e. the METAWIN system and, when available, the DXT instance - will remain accessible to the researchers and the collected data available to the research in DARWIN+. 

In addition, the DARWIN project (N6, 2006-07) has developed an additional analysis layer, called "Agent Framework" (AF), fed by the METAWIN system. The AF platform is designed to acquire new analysis modules, e.g. specialized agents for anomaly detection, to be tested online. The current status of the AF is that of a research prototype. It is expected that new individual features (e.g., processing agents) conceived, developed and tested in the research project can later migrate to commercial development.

The past projects have demonstrated the importance of accurate traffic monitoring and analysis (TMA for short) in support of the operation and planning of the 3G network infrastructure. TMA is essential to recognize and detect network problems, but also to give insight and true understanding of the "normal" dynamics occurring within the network. It also showed that TMA must be a continuous process, rather than a one-shot task, as both the network infrastructure and the usage scenario keep evolving and changing. 

The high-level goal of this follow-up project is to further extend the reach of TMA. A first natural direction is to advance further the role of TMA for the recognition and reaction to network problems, with a stronger focus to countermeasures. In other words, TMA is the key not only to reveal the existence of a problem (accidental or deliberate, e.g. attacks), but also to suggest a response strategy, including means for prevention and/or reaction. 

The second direction is to extend the usefulness of TMA towards the marketing/CRM process. Though this point was envisioned as potentially interesting already in the past projects, no concrete steps were done therein. DAWIN+ will take it on concretely, starting from an analysis of the types of data that are of concrete interest for such processes, and conceiving new methods to extract and present such data to the marketing experts. Application layer traffic classification (e.g. for VoIP) is envisioned as a first urgent task in this direction.

Finally, the project will extend the TMA methods to cover the Radio Access Network, in addition to the Core Network that was considered in the past projects. 

These investigation lines collectively represent an extension and evolution of the research established in METAWIN and DARWIN project. A point of strength of this research area is the excellent alignment between "industry needs" and "research needs": the problems to be investigated have clear potential for mid-term industrial impact (e.g. pointing to additional features for the METAWIN/DXT© commercial product, producing case-study investigations useful for the operator), and at the same time the empirical analysis of complex network data involve a high level of innovation and originality that fits very well with the motivations of the researchers. In other words, curiosity-driven and problem-driven research espouse each other very well in the context of TMA. 

2 Project Summary

2.1 Abstract

The project DARWIN+ will continue the research on 3G traffic monitoring and analysis. It builds up on the legacy from the past projects METAWIN and DARWIN: availability of an advanced monitoring system deployed in the network of Mobilkom Austria, and qualified know-how established within the project team. 

At high-level, the future research is meant to investigate new exploitation opportunities for the monitoring system at hand, and in general new applications for the process of traffic monitoring in a 3G network. Three main research lines will be included into the project. 

The first research line will follow the work of DARWIN on network anomalies, focusing jointly on the problems of detection and reaction (countermeasures). 

The second research line will focus on the potential applications of traffic monitoring for purposes that go beyond the strictly technical aspects of related to network operation, i.e. marketing, service intelligence, CRM and sales. This includes for example the problem of traffic classification (e.g. for VoIP, P2P) and data reporting (e.g. geographical visualization of traffic data).

The third research line will extend the monitoring system towards the Radio Access Network (RAN), and identify the new methods for exploiting fine-grain monitoring of the RAN traffic. 

The expected output is a set of concepts and prototypes of new features that can be later considered for adoption and production-based implementation into the commercial monitoring system.

2.2 Objectives

Project objectives are:

· Research and develop intelligent modules for automatic detection and reporting of traffic anomalies and network problems, undesired traffic and attacks; implement and test prototypes of the above modules on top of the evolved monitoring system developed in METAWIN / DARWIN.

· Based on the detected traffic patterns, understand the potential threats to the stability of network infrastructure; workout concepts for reactive and preventive countermeasures; provide guidelines and technical requirements for their adoption.

· Develop application-level traffic classification methods, specifically for VoIP traffic; consider extensions to other applications, e.g. peer-to-peer file sharing.

· Investigate concepts for extracting and presenting information that is useful for marketing (and/or neighboring departments like CRM, sales, service intelligence) from the data collected by the monitoring system as a whole (consider both METAWIN and DataXtender components); develop prototypes of features implementing such concepts.

· Extend the monitoring system toward the Radio Access Network, specifically Iub; investigate the Iub traffic and identify exploitation opportunities (e.g. to detect additional kinds of terminal/network anomalies, to exploit radio and mobility data for RAN planning and optimization, to correlate radio performances with Quality-of-Experience indicators).

· Maintain and evolve the research-oriented component of the monitoring system deployed in Mobilkom as a research platform.
· All Software shall be based on DXTMON V 3.1 respectively on other DataXtender-Foundation platforms. The decision which foundation components and platforms to use shall always be done in agreement of all project parties and shall reflect optimum commercial re-usability. 
As an example, data visualization (e.g. in WP3) and reporting shall be done employing the DataXtender foundation and reporting framework.
For this purpose KCC will contribute the DataXtender framework to be used for the purposes of this project.

· Deliver all new and modified software components required to achieve the above goals as software-deliverables. These software deliverables shall be checked in to an agreed subversion software repository. 
All Software shall be based on DXTMON V 3.1. All software deliverables shall be documented according to requirements set forth in chapter 5.3.2. All software components comprising these deliverables, including 3rd-party components shall be accessible at no further cost by KCC (including Documentation). Components not accessible to KCC as an industry company (outside of research applications) must not be employed in these software components. All deliverables (software and documentation) shall be subject to an acceptance process, whereby all project partners must declare their consent for a component to pass.
The first two goals are mapped into a single work-package (WP2) and represent the follow-up of the research conducted in DARWIN. The following three goals identify new directions of exploitations of the monitoring system, namely marketing-oriented data collection and presentation (WP3) and radio optimization (WP4). The last goal represents a pre-requisite for the others and has a dedicated work-package (WP1).

Besides the primary objectives stated above as explicit project goals, it is expected that the project DARWIN+ will produce additional benefits for the project participants. Though these are considered a side-value (or "by-product") of the research project, their importance should be remarked in the total benefit budget of the project. These are among others:

· Know-how and expert team: develop know-how about the issues involved in network monitoring, about the real dynamics occurring in 3G network system, and about actual behavior of the user behavior; maintain and strengthen a highly-qualified team of experts, with a mix of empirical knowledge about the real system and theoretical skills; the team and their knowledge remains available to the project partners also outside the research, e.g. for ad-hoc analysis and/or development tasks – i.e., the tasks themselves will be funded by other sources, but the building up of the know-how and of the team is accomplished during the research. 

· Problem reporting: the past projects have demonstrated that, during the research and particularly the analysis of the data, several problems are detected, including major events which would have gone undetected otherwise. In those cases a quick reporting, e.g. via the darwinforum, enabled fast reaction by the network operator. In other words, the team is indirectly serving as an additional "watcher" of the network status, reporting major problems when they are found to the network staff. 

2.3 Description of Work

The project will be structured into 5 different work-packages (WP). WP0 and WP1 shall cover the support activities for the remaining three technical WPs. Each WP can be further organized into individual "Tasks" (T). 

The Tasks are meant to be dynamic entities. New Tasks can be launched – and old ones closed - according to the new interests emerging from the project results and the changing profile of priorities. Resources can be dynamically redistributed between individual Tasks (resizing), according to the needs and resource constraints (staff). These types of decisions will be approved by the PMC meetings, to be held periodically (normally every 6 weeks). 

Tasks are contained within WPs. According to the project objectives, the following WPs are identified:

WP 0: Management Activities 



(project management, planning of external related activities, external PR and reporting)

WP 1: Operational Activities 



(maintenance and deployment of research system, data handling, other practical tasks)

WP 2: Traffic Anomalies and Network Performances 


(follow-up of DARWIN research on performance measurements and anomaly detection,
 focus on countermeasures)

WP 3: Traffic Classification and Marketing-oriented data.

(application-level classification; methods for extraction and representations for markeing-oriented data,)

WP 4: RAN Monitoring 



(Iub extension and investigations of RAN traffic)

The content of each WP and the overall work-plan are described in detail in §6. 

2.4 Participant List

	No.
	Participant Name
	Date enter project
	Date exit project

	P1
	ftw. Forschungszentrum Telekommunikation Wien Betriebs-GmbH (ftw.)
	Start of Project
	End of Project

	P2
	Kapsch Carrier Com (KCC)
	Start of Project
	End of Project

	P3
	Mobilkom Austria (MKA)
	Start of Project
	End of Project

	P4
	Technische Universität Wien, Institut für Nachrichten- und Hochfrequenztechnik (INTHFT)
	Start of Project
	End of Project


3 Scientific Relevance

3.1 State of the Art

Section to be completed

3.2 Prospective Scientific Impact and Benefit for Partners

Section to be completed

4 Economic Relevance

The research on traffic monitoring, particularly in the context of 3G networks, has demonstrated a clear economic relevance, in many respects. 

The past research has produced a prototype - the METAWIN system - that was later turned into a commercial product by KCC and included in their portfolio as part of a legacy product, namely the DataXtender© system. Such system is now available to the market, with MKA playing the role of the "first customer". The DARWIN+ project will deliver new concepts and prototypes of new features that can be later adopted by the commercial product. 

The knowledge produced by the research about the conditions and dynamics of the network, of the traffic, and of the behavior of the user population at large, represents an important input to the industry staff. The latter include the "network engineers", on the side of network operator as well as of the system integrator / equipment vendor, and the "service engineers" in charge of designing the marketing strategies.

The problems and anomalies recognized during the research help to achieve a higher level of robustness of the network infrastructure, and ultimately a better service provided to the customers. 

The insight provided about the actual usage patterns will help the marketing experts to better tune their strategies, ultimately leading to higher revenues for the industry. 

Xxx … do we need to state more than that ?
5 Work plan 

The duration of the DARWIN+ project is 18 months. The project partners have expressed the intention to continue the research beyond the duration of DARWIN+, at least for another 18 months period, subject to satisfactory output.

PMC
 meetings will be scheduled on a regular basis, normally every 6 weeks. Following the practice established in the past projects, at each PMC meeting the project manager will report a summary of the recent activities and achievements as well as the short- and mid-term future plans. Regular PMC meetings ensure continuous adherence of the project workflow to the priorities set by the funding partners. Furthermore, an extended "Technical Session" every second PMC meeting will serve as a communication channel with the industry partners for intermediate results (see below §6.3).   

The project will be structured into five different work-packages (WP). WP0 and WP1 cover support activities for the remaining three technical WPs.  When needed, WPs can be further organized into individual activity lines called "Tasks" (T). 

All WP will formally start at the beginning of the project. The share of efforts (manpower) to assign to each WP can be varied dynamically, according to the PMC decisions. 

A mid-term revision of the project plan will be performed at the end of month 9 (end of 2009). This might involve a revision of the content priorities, e.g. regarding the internal distribution of the efforts per-WP, and possibly an update of Technical Annex. 

The research team will be shared between the research project and the parallel commercially-oriented projects (e.g. software development for METAWIN/DXT). Coordination will be ensured by the project manager, under the supervision of the PMC.

5.1 Work-package List and Summary Tables

The following table the expected size of each WP in terms of manpower (Person Months, PM), separately for each year (note that Year 1 starts in March 2008, hence it lasts only 10 months). The planned PM distribution for Year 2-3 will be revised at the end of Year 1). 

Editorial note: the following table will be filled-in after the CA is agreed upon (xxx)
	WP No.
	Work-package title
	PM 

Year 1
	PM 

Year 2
	PM 

Year 3

	0
	Management Activities
	tbc
	tbc
	

	1
	Operational Activities
	
	tbc
	

	2
	Traffic Anomalies and Network Performances
	
	
	

	3
	Traffic Classification and marketing data
	
	
	

	4
	RAN Monitoring
	tbc
	
	

	
	
	tbc
	
	

	
	TOTAL
	tbc
	??
	??


One PM corresponds to 125 hours for in-kind and to 150 hours for ftw. employees. xxx PMs corresponds to xxx PersonYears or xxx Full Time Equivalents over 3 years. 

The following table summarizes the efforts of the various partners in the work-packages (WP). 

	
	Lead
	Total
	MKA
	KCC
	Ftw.
	INTHFT

	WP 0
	ftw.
	
	
	
	
	

	WP 1
	ftw.
	
	
	
	
	

	WP 2
	ftw.
	
	
	
	
	

	WP 3
	ftw.
	
	
	
	
	

	WP 4
	Ftw.
	
	xx
	
	
	

	Total per partner
	xx
	xx
	
	
	


5.2 Work-package Descriptions

Here follows a detailed description of each WP, including individual Tasks where applicable. For each WP, the list of deliverables and milestones expected within the first halve of the project is included. The detailed planning of the d/m for the second halve will be revised in the mid-project PMC (around month 9). 

5.2.1 Work-package 0: Management Activities

	Work-package number: 0
	Start date or starting event: month 1

	Participant
	ftw
	MKA
	KCC
	INTHF
	
	

	Person-months per participant:
	
	
	
	
	
	

	Objectives 

This WP covers all project management tasks. 

It guarantees the success of the project through efficient and effective management of the assigned resources (budget, staff), ensures coordination of the team both within the project and towards related external activities (e.g. parallel commercial projects), and ultimately ensures the achievement of agreed objectives as well as the respect of the priorities set by the PMC. 

Project management; administration and reporting;

· team building and workflow coordination; 

· scientific direction; promote international visibility and dissemination of results in the research community;

· Planning and promotion of related activities; spin-off of new projects.

	Description:

The following activities will be accounted into this WP:

· staff recruiting; team building; 

· internal and external workflow coordination; 

· administration and reporting; resource planning;

· scientific direction; promote international visibility and dissemination of results in the research community;
· Design, planning and promotion of external related activities; spin-off of new projects.
· Reporting and handling external communications towards partners; ensure inter-project communication and cooperation (where applicable). 

· Help to resolve issues between the partners;

	Deliverables

Reporting of activities included into the Quarterly / Annual Progress Reports.

	Milestones and expected results 

· Month 9 : revision of detailed project plan


5.2.2 Work-package 1: Operational Activities

	Work-package number: 1
	Start date or starting event: month 1

	Participant
	ftw
	MKA
	KCC
	INTHF
	
	

	Person-months per participant:
	
	
	
	
	
	

	Objectives 

· Maintenance and deployment the research system (monitoring probes, storage and analysis PCs).

· Handling data used for research analysis.

· Any other support activity involving operational tasks at SW or HW level.

	Description:

This WP shall cover all operational tasks supporting the research project. This includes particularly the HW/SW intervention onto the monitoring system (e.g. deployment, maintenance, upgrading), as well as storage equipment and analysis PCs. 

It is important to remark that only the system components that are used for research purposes will be covered by this WP. More specifically, any intervention onto the system components that are used for commercial purposes is explicitly excluded from this WP and from this project in general. 

It is understood and agreed by the project partners that any additional intervention on commercially-used component that involve members of the project team shall be covered by ad-hoc external agreements, and in any case will NOT be covered by project budget
.

Other tasks covered by this WP: maintenance of one or more instances the Agent Framework developed in the past project; extraction and preparation of large amounts of data - typically traces used for off-line analysis in other WPs; planning for new upgrades.

	Deliverables

Reporting of activities included into the Quarterly / Annual Progress Reports.

	Milestones and expected results

· Month 3 : deployment of monitoring system for 1 RNC (probes, storage)


5.2.3 Work-package 2: Traffic Anomalies and Network Performances

	Work-package number: 2
	Start date or starting event: month 1

	Participant
	ftw
	MKA
	KCC
	INTHF
	
	

	Person-months per participant:
	
	
	
	
	
	

	Objectives 

· Develop prototypes of new anomaly detection agents and performance monitoring modules; use the existing Agent Framework for online testing (T.2a).

· Workout concepts for countermeasures and provide guidelines and/or technical requirement for their implementation (T.2b).

	Description:

This WP is meant to follow up the research from the previous project DARWIN. 

The first task (T.2a) will carry on with the research and development of algorithms for anomaly detection. Such algorithms will be designed in a bottom-up approach, moving from the empirical analysis of real traces, to the development of off-line modules (e.g. in MATLAB) and then to the on-line implementation. Regarding the latter stage, the Agent Framework (AF) developed in DARWIN provides a ready platform for on-line implementation and testing of the prototype
. Particular focus will be given to agents relying on network performance data (e.g. one-way delay, RTT, frequency and delay of signaling procedures). In fact, it was recognized in the past project that such class of methods has very good detection power and at the same time relatively limited implementation complexity. In this sense, the problem of Anomaly Detection will go hand-in-hand with the research on Network Performance monitoring.

The second task (T.2) will deal with countermeasures. The high level goal  is to evaluate and propose concepts for counteracting, reactively or proactively, the potential threats that endanger the stability of the network infrastructure. Based on the past research we have realized that the task of counteracting and/or preventing network threats can not be simply delegated to "middle-boxes", at least not completely. Instead, any thorough approach to countermeasures must take a "systemic perspective". Recognition and detection of the problem is indeed the very first stage. The "response strategy" must rely on a mixture of proper network configuration, additional features to the network equipment, and coordination between different network elements. Moreover, it often includes aspects related to human-level processes and practices (e.g. network operation, planning). The goal of T.2b is to provide concepts and guidelines that help the industry partners to design countermeasures as a global "response strategy", and workout the specific technical requirements associated to such strategy. 

To give concreteness to T.2b from the very beginning, we plan to address in the first part of the project the problem of scanning mitigation. The past project has already evidenced the presence of scanning traffic and its impact onto the network infrastructure has been extensively documented (see e.g. [TR-xxx-xxx]). This includes paging overload among other effects. While a scanning detection scheme has been developed in DARWIN (based on per-IMSI thresholding), it has had no impact so far because it was never included into a larger "response strategy". It was also recognized that, in principle, the problem could be mitigated by some smart throttling mechanisms (e.g. multi-timescale limiters for new connections) to be included as additional features at the GGSN and/or at the firewall. In such context, the output of T.2b would cover the detailed definition of such schemes and the specific parameter tuning that ensures maximum mitigation while preserving legitimate traffic. 

It is recommended that the research on T.2b enjoy close cooperation with experts from the industry partners, particularly from the Mobilkom staff, at least in the form of informal meetings. 

This WP has an interesting potential for synergies and exhibits some points of collaborations with other ftw. projects, e.g. the Security WP in BACCARDI. These will be evaluated during the project lifetime and subject to PMC approval before being launched.

	Deliverables (month)

· D2.1 : Internal report about scanning mitigation (month 4).

· D2.2 : Internal report about anomaly detection methods based on local one-way delay measurements (month 7)

· D2.final : final report on anomaly detection and countermeasures (month 18)

	Milestones and expected result 

· Month 5 : On-line implementation into the AF framework of delay-based alarming agent 

· Month 9 : task revision 


5.2.4 Work-package 3: Traffic Classification and marketing-oriented data

	Work-package number: 3
	Start date or starting event: 1

	Participant
	ftw
	MKA
	KCC
	INTHF
	
	

	Person-months per participant:
	
	
	
	
	
	


	Objectives 

The high-level goal of this WP is to bridge the process of traffic monitoring - and specifically the monitoring system available to the project – with the needs of non-technical departments (typically marketing, but also CRM, service intelligence, sales). 

· Develop algorithms and prototype modules for application-layer traffic classification based on passive traces; start with VoIP applications (e.g., Skype) and later consider P2P file sharing (Task T.3a).
· Understand what type of data can be extracted from the monitoring system as available today (METAWIN+DXT) that have an impact on the marketing/sales/CRM strategy; workout concepts for detailed extraction and reporting to expert users. An example: provide geographical visualization of traffic intensities for different types of data (?). 


	Description:
This WP was conceived by the recognition that the monitoring system now available to the project contains not only information useful for technical purposes (i.e., planning and operation of the network infrastructure), but also for non-technical processes, e.g. marketing, Customer Relation Management, service intelligence and others. Opening up such information to the departments in charge of these processes would extend the usage of the monitoring system. 

The concrete implementation of such a high-level goal involves the following challenges: 

· Understand what kind of information is useful for such processes;

· Develop methods for extracting such information from the data available to the system;

· Develop concepts for report this information in an effective manner.

The investigation on these challenges, and particularly the latter two, leaves room for innovative and original solutions to be proposed in the context of a research project. 

The problem of Traffic Classification falls within this scope. One of the most important information requested by marketing departments is: What mix of applications is the network used for? Such information is important not only for planning the network, but also the marketing and billing strategy. In this framework, it is becoming increasingly urgent to understand for example the actual level of VoIP usage by the users (e.g. Skype users). In the near future, the focus might shift towards other classes of applications, e.g. p2P file-sharing or gaming. 

Traffic classification is becoming more and more challenging as the applications tends to hide themselves: while 10 years ago the classification task would rely solely on L4 protocol information (e.g. TCP port), this is not the case any more. 

Task T.3a

The goal of Task T.3a is to develop traffic classification methods for specific (classes of) applications, and implement working prototypes of classification engines to work off-line. The WP will initially focus on VoIP applications, and particularly on the most common VoIP applications like Skype, Google Talk, etc.

The role of classification engines is to recognize selected activities, e.g. VoIP calls, and from that extract global usage indicators (e.g. share of traffic volume, cumulative call time number of calling users) that are important for marketing purposes. The level of accuracy of the classification engines must be sufficient for the intended use of the collected data and must be quantified. 

Detection for the purpose of active blocking is NOT foreseen as part of this WP. 

The research strategy will follow a bottom-up approach. First a set of test calls will be produced recorded and inspected (e.g. Sykpe calls). The goal is to identify distinguishing features (e.g. rate regularity, packet size distribution) that can be statistically revealed.  Based on such preliminary activity, classification algorithms will be developed and tested on real traces and, if available, on known reference datasets. The outcome will need to be inspected manually in search for false positives and false negatives: this is a lengthy procedure, but it is necessary passage to evaluate the goodness and limitation of the proposed algorithm. Based on that, the research will proceed iteratively, seeking to improve the classification accuracy (expectedly at the cost of higher complexity).

The research will address classification methods that do not rely on fully payload inspection, i.e. are purely statistic-based. The underlying assumption is that complete packet payload will not be available, primary for privacy reasons. The possibility of improving the classification method with partial payload inspection (e.g. only the first N bytes of packet payload, with N adequately low) will be evaluated during the research. 

The possibility of leveraging collaboration with other projects (e.g. there are potential synergies with BACCARDI regarding the collection of reference test calls in the IMS testbed) will be evaluated and discussed during the PMC.

The expected research output is a set of algorithms and their prototypical implementation for off-line analysis. It is understood that any post-prototype development, as well as commercially-oriented exploitation of the research results, will NOT be covered by this WP and remain subject to separate external agreements among the project partners.

Task T.3b

This task is devoted to workout novel concepts for information reporting to deaprtements like marketing, sales, CRM and alike. Accomplishing this task will require a round of interactions with qualified experts from these departments in Mobilkom to collect requirements and identify "what is interesting" at least qualitatively. Such interactions can take place in the form of informal technical meetings, or workshops. The goal is to understand a selected set of information types that are useful for marketing and that can be extracted from the monitoring system (METAWIN or DXT layer).

Based on the collected information, the researchers will develop the concepts for (i) extracting and (ii) presenting such information. 

A promising example are "utilization maps", where the geographical visualization of traffic intensities are provided, for different types of application classes (note the close relationship between classification and visualization in this example). At the time of the proposal, we can only conjecture that this type of information is useful for marketing, a point that needs to be verified directly with the marketing experts. Also, the definition of meaningful metrics and quantitative indicators for the qualitative concept of "traffic intensity" need to be defined. This is just one example of the non-trivial conceptual issues that need to be identificed and addressed. 

The expected research output is a set of concepts and their prototypical implementation data reporting, for marketing purposes. It is understood that any post-prototype development, as well as commercially-oriented exploitation of the research results, will NOT be covered by this WP and remain subject to separate external agreements among the project partners.

It is expected that an experimentation instance of the DataXtender system will be made available to the researchers by Kapsch CarrierCom for the researchers working on the T.3b task.

	Deliverables

D3.1 : Internal survey on data requirements for marketing purposes (month 4).

D3.2 : Internal report on statistical classification methods for VoIP flows (month 5).

D3.3 : Internal report on statistical classification methods for P2P flows (month 9).

D3.f : Final report on marketing-oriented data.

	Milestones and expected result 

· Month 3 : Initial survey with MKA marketing experts completed.

· Month 4 : initial classification engine for VoIP traffic developed 

· Month 6 : large-scale testing and evaluation of classification engine completed.


5.2.5 Work-package 4: RAN monitoring

	Work-package number: 4
	Start date or starting event: month 1.

	Participant
	ftw
	MKA
	KCC
	INTHF
	
	

	Person-months per participant:
	
	
	
	
	
	

	Objectives 

· Develop prototypical extensions of the monitoring system for Iub (e.g. parser).

· Analyse in details samples of Iub traffic; achieve a better understanding of the traffic patterns (data and signalling) that can be exploited for practical purposes.

· Develop methods for traffic prediction in the RAN (by INTHF)

	Description:

The focus of this WP is to extend the monitoring capabilities towards the UMTS Radio Access Network (RAN), specifically the following interfaces:

· Iub, between the NodeB and the RNC

· Iur, between the RNCs 

The importance of monitoring these interfaces stems from the fact that a large amount of information relevant to the radio access process is exchanged on these links (details below). Such data can be extracted by passive sniffing the user and signaling frames and stored into some appropriate format. The analysis of such data would enable a better understanding of the radio performances.

Task T.4a – Iub extension

The very first task of this WP is to extend the monitoring system to cover the RAN, e.g. a minimum set of protocol parsers, new tracking capabilities. Only those components that are strictly required for the successive research will be covered by this WP. It is understood that commercially-oriented Iub extensions, if any, will be handled by separate agreements external to the project. 

Task T.4b – RAN traffic analysis

The following task of this WP is to develop extraction code (HRO) to and store the radio performance data. Within this WP the project staff will analyze the extracted data, limited to one or few sample periods (e.g. a few consecutive days), in order to gain insight into the various aspects of the radio access process. 

The types of data that are expected to be extracted from Iub monitoring, include: 

· Traffic volumes and mix on Iub: currently the transmission capacity deployed on Iub is much larger than IuPS. The direct analysis of traffic components will reveal the composition of such traffic (signaling vs. user data) and enable more accurate planning of the transmission resources. It will also help to identify optimal parameter tuning scheme (e.g. timeouts) in order to decrease the volume of signaling traffic. 

· Control plane anomalies: the analysis carried out in DARWIN on Gb links revealed a certain number of anomalies in the GPRS signaling process, e.g. iteration of erroneous procedures by buggy terminals, or software bugs in the network equipment. The analysis of the signaling load per-MS on the Iub interface will help identify similar cases in the UMTS radio access network. 

· Cell-level mobility: from Iub it is expected to observe the location of each active Mobile Stations, i.e. exchanging traffic, at the cell level. Recall that only Routing-Area level is visible on IuPS. This would enable the extraction of the cell-to-cell mobility matrix for the active MS. This information can be used to optimize the radio resource planning, or for marketing purposes.

· Paging: measure the success rate of paging messages; identify anomalies in the paging process. 

· Active set and handovers: for each active MS it will be possible to extract the so called “active set” (AS), and therefore measure AS process (e.g. size and distributions of AS) as well as the handover performances (delay, success rate). Specifically, it will enable the measurement of success rate of 3G/2G and 2G/3G handover. Such information can be used to detect pathological cases (e.g. recurrently large AS) that call for local revision of the radio deployment (re-optimization). 

· Bearer assignment: the whole process of assignment and release of radio bearers, along with the relevant parameters (e.g. bandwidth) would be visible on Iub for each active MS. The analysis of such process would deliver a large-scale and exact view of the resource consumption in the radio access. It would also allow monitoring the call dropping process, possibly identifying areas or high drop rate along with the associated causes. 

· Power and BLER: the MS and the Node-B reports regularly to the RNC radio parameters like received power level and the Block Error Rate for each radio link. The extraction of such data would enable various kinds of analysis in support of the radio optimization process. For example, radio link parameters could be merged with the measurement of TCP parameters (loss, RTT) that is already available in DARWIN by means of the tcptrace tool, so as to discover the dominant correlations between the radio link behavior and the TCP performances. 

· QoS monitoring: it is expected that future releases to include Qos mechanisms in the RNC (e.g. packet prioritization). The analysis of Iub traces, jointly with IuPS, is a pre-requisite for measuring the actual effectiveness of these schemes once deployed.

After the preliminary evaluation of the first Iub traces it will be possible to assess the actual level of details available for each of the above classes of the information. Based on such evaluation, a subset of the above research goals will be identified as higher-priority (discussion within the PMC) and carried out in this WP within the limit of the available staff resources.

The capture hardware (cards, taps, PCs, etc.) for complete coverage of 1 RNC in Vienna will be provided by Mobilkom Austria (costs NOT included in this project) that will make the data fully available to the research team for the whole duration of the project. The installation and maintenance of the monitoring system to be used for the research will be handled by the research team (in WP1). 

Task T.4c – Traffic Prediciton 

This task will be researched mainly by the INTHF personnel (PhD student) participating to the project. In WP4 will enjoy close 

The forecasting of packet switched traffic is one of the most important tasks in the network planning of a mobile operator, as field deployments of new hardware have a long starting phase. In the RAN environment upgrade plans need two month to be implemented. Therefore, we target a forecasting period of two to six month. Up to now the METWIN system covers Gi and Gn packet switched traffic. Information captured on these links can be used to predict aggregated traffic but not for smaller entities of the RAN. A RAN monitoring module will enable the project to implement forecasts based on a RA (Routing Area) or even on a cell basis. Based on experience from the Gi interface we will work with ARMA (AutoRegressive Moving Average) and DHR (Dynamic Harmonic Regression) models. In this package we evaluate different models and implement the best solutions into a forecasting module [description paragraph by INTHF]

	Deliverables (month)

D4.1: Iub monitoring extensions and first observations on Iub traffic (month 6).

D4.final : Final report on Iub monitoring and related code documentation (month 18)

	Milestones and expected result 

· Month 4 : initial Iub extension ready, start collecting Iub traces 

· Month 6 : report on observed patterns for full-RNC traffic.

· Month 7 : identify data exploitation priorities based on Iub observations.


5.3  Project Documentation and Reporting

5.3.1 Documentation of Research Activity
The project documentation process will be performed on a per-task basis, by means of several reporting means. 

Short-term reporting. Continuous reporting and information about the research progress for each research activity (i.e., a "Task" as defined in the previous section) will be done during the regular PMC meetings. In append to every second PMC, an extended technical session will be organized (i.e., a small workshop) to give technical insight into selected research activities. Technical experts from the project partners, also not directly involved in the project, will be invited to attend. The presentation slides will be made available to the partners on darwinforum.

The darwinforum tool will be used to disseminate timely information about recent finding. The project partners will seek to increase the level of interactivity between the project team and the internal experts. 

Mid-term reporting. Whenever a research task is mature enough to provide preliminary of conclusive results (i.e., an algorithm, a tool, a new methodology), they will be documented in a research paper and/or in an internal Technical Report. The publication of research papers to conference and journals is subject to approval by the PMC (see §5.5). 

Final reporting. The project results, for each individual research activity, will be reported in an official deliverable at the end of the project. The deliverable will present the methodology and include an accurate design description of the tool developed within the research, regardless of the language/platform of the tool (e.g., Matlab, Perl, C). The level of detail of the documentation should be sufficient to move on towards commercial development by the project partners of the tool/methodology. 

A template for the final deliverables will be prepared and agreed upon at the beginning of the project (first PMC meeting), and included as annex to the present document. 

5.3.2 Documentation of Software Deliverables
Documentation of software deliverables shall be done in accordance with the documentation requirements already implemented in the METWAIN and DARWIN projects, applicable to DXTMON software:

Documentation of technical architecture shall be structured in 5 Layers:

· Layer 0:
This layer represents the top level structure. It shall encompass all employed system areas and the interfaces between them.
This includes network elements, the interfaces, taps/splitters, user interfaces, alarming interfaces.
At his level, the monitoring system itself is seen as one block.
· Layer 1:
This layer shows the logical components and blocks of the monitoring system. Entities at this level are named as “Nodes”. Examples for nodes are:
KeyStorage Node, MulticastLinkingNode, TraceFetcherNode, TraceNode, ConfigurationNode.

· Layer 2:
This layer describes all programs, scripts and configuration datasets one node needs.

· Layer 3:
This layer describes modular components (program script, etc.) on the modular level. The means of documentation are FN and DD documents already employed in Metawin DXT project.
· Layer 4:
This layer encompasses in-source documentation like functional description, file-headers, module/class-headers (including version history information) and procedure/function/method-headers.
Templates and Examples for above document types, as available, shall be taken from deliverables of METAWIN and DARWIN projects.
Examples for FN and DD will be provided by KCC.

5.3.3 Date of delivery
· Documentation date of delivery
t.b.d.
· Reporting date of delivery
t.b.d.

5.3.4 breach of condition at Documentation and Reporting

t.b.d.

5.4 Project Planning and Timetable

T.b.c. 

Notes to be taken into account:

· WP3 for VoIP classification seems to be relatively urgent: concentrate some manpower early on in this WP. 

· INTHF personnel (inkind+refunding) entirely on WP4, leading T.4c.

5.5 General Guidelines

The project activities will adhere to the following general guidelines

· Publication policy /1: each scientific paper containing data resulting from measurements in the live network should receive explicit approval by the industry partners before publication.

· Publication policy /2 : the publication policy shall not forbid completely the publication of case studies on anomalies and/or attacks.
· The project shall keep the focus on applied research and prototypical implementation of the agents and algorithms introduced in the WP specifications. In other words, the HW/SW development of the monitoring platform and the maintenance of the monitoring system itself shall be covered by external resources (budget). 
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� PMC stands for "Project Management Committee". PMC meetings represent the steering board of the project. 1-2 PMC representatives from each partner, or their substitutes, are expected to take part regularly to PMC meetings.


� Sharp distinction between "research purposes" and "commercial purposes" is required for at least two important reasons. First, to avoid that public research funding is used for commercial-oriented activities. Second, to prevent interference or conflict with the commercial agreements between Kapsch CarrierCom and Mobilkom Austria, regarding the maintenance of the METAWIN/DXT system.


� Commercial development of such agents beyond the prototypical implementation (e.g. as additional features to the METAWIN/DXT product) shall NOT be covered by the DARWIN+ and subject to separate agreements.
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