1.1 Connection to existing SSO environment
1.1.1 Introduction
The KPE project needs to provide SSO capabilities thereby having the following requirements

· SSO should centralize adding new authentication providers

· SSO should not be a single point of failure

· SSO should integrate into the J2EE technology stack

· SSO implementation should not be a home-grown solution because it is common requirement and difficult to implement correctly

· SSO deployments should not be overly complex

· SSO support for non-Java application would be a big bonus

· SSO support for non-web applications would be a bonus

Looking at the telco environment we have a few non-standard requirements

· Not all devices might support cookies

· Authentication is often done using a fixed TCP/IP address assigned to the customer session or by a well known gateway IP and MSISDN instead of a username/password

· Authorization is a different topic – having authorization support would be nice but that code needs to be provided by a KPE service anyway so we feel that authorization is not SSO aspect for KPE. Furthermore the SSO server might sit behind another firewall which would block requests from the SSO gateway server to the KPE Services.

It is also worth to point out that not all SSO’s are equal

· An application server can provide SSO, e.g. using a central LDAP server but the session is only valid for this server instance – a failover scenario would force a customer to re-authenticate. Having said that this is not too bad because this approach does not introduce a single point of failure

· What we are talking about is a site-wide SSO allowing different applications on different servers to use SSO. As pointed out before the SSO gateway becomes a single point of failure which requires additional effort (e.g. load balancer) for the transparent failover

With the given background we can now look at existing Open Source implementations

· JOSSO

· CAS

· OpenSSO

1.1.2 Central Authorization Service (CAS)

Looking at [4] our first pick is CAS

· It is mature and has support for many non-Java applications

· It is well documented compared to the other contenders

· It only provides authentication but not authorization which is acceptable for KPE

· We can write our own agents to integrate into the telco environment (no cookies, dedicated TCP/IPP address per user session, gateway IP and MSISDN header)

· It supports Radius out-of-the-box

· Diameter support can be implemented using a custom AuthenticationHandler

· CAS is not integrated into JAAS but there are a contribution to do that

1.1.3 CAS Integration

The prerequisite is have a running CAS gateway server.

CAS provides various CAS clients (Java, PHP, Perl, Apache) – the preferred way of integration is to use a servlet filter to intercept all incoming requests. If the customer tries to access a protected resource and has no valid SSO token the customer is redirected to the SSO gateway server and after successful authentication back to protected resource. In short it is impossible to access a protected resource without a valid SSO token.

This integration is described here http://www.ja-sig.org/products/cas/client/javaclient/index.html - in short there will be a variable in the HTTPSession called “edu.yale.its.tp.cas.client.filter.user” which contains the userId of the authenticated user.
AFAIK there is no out-of-the-box JAAS integration is provided therefore no Principal and Roles are accessible from within the servlet container. I assume that not all authentication system contain authorization information to fill-in the required roles and furthermore JAAS integration is container specific.
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