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1 Overview
This document describes the best practice approach to execute tasks related to the risk based testing in general and the evaluation of adjoined risks of requirements. As of today it is assumed, that this procedure will be supported by a IT system which will provide user interfaces and applicatory components for entering, calculating and retrieving information regarding risks.
1.1 Purpose
This SOP is intended to support people in charge of performing the risk analysis. It has to be used mandatory while performing the process of requirements engineering. Due to the basically qualitative evaluation this model is not appropriate to determine the financial risk in monetary units.
1.2 Area of application
As the risk analysis is a vital part of any requirements engineering, this SOP is generally applicable to SW projects which are carried out by KCC. In any case the set of work steps has to be followed. 
2 Basic concept

RBT is a concept for software testing that prioritizes features and functions to be tested based on importance and likelihood or impact of failure. Hence information on the distribution of risk is a central prerequisite for the test process.
The determination of risks is always done on the basis of a certain model. Here a widely agreed and long term successful model for the calculation is used:
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There “impact” stands for the business impact of a failure and “probability” is the likelihood of the occurrence of a failure. These two dimensions are calculated using easy to understand and use criteria.
The business impact of failure is rated with A, B or C and the failure probability is rated with 1, 2 or 3 indicating high, medium or low values respectively. The two ratings are the result of the evaluation onlong underlying criteria of the two dimensions. These criteria are:
· Business impact (BI)
· Type of process (e.g. validation)

· Functional context (e.g. legal)

· Frequency of use (e.g. often)

· Number/Significance of users affected (e.g. many/high)
· Probability (P)
· Change Rate (e.g. new feature)

· SW Maturity (e.g. immature)

· Defect Rate (e.g. low)

· Number of affected GUI windows/entities (e.g. more than 5)

The possible values of any criteria are given and depending on these A, B or C and 1, 2 or 3 are assigned to BI and P respectively. For instance: If we use the examples given above, the value of BI results in “A” and the one for P in “1” and at the end we get a “A1” for the calculated risk of this exemplary requirement.
Hence the range of values for the calculated risk is given with A1, A2, A3, B1, … and C3 which correspond to different risk classes.
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Figure 1
As shown in Figure 1 there are three different classes of risks which are marked with red (high), yellow (medium) and green (low) colour respectively. For quantification reasons any of these risk values is transformed into a number and then added to a total risk figure. This figure then represents 100% of the identified risk and according to the risk based testing approach the test coverage is then displayed as a fraction of this cumulated value (e.g. 80%).
3 Work steps
The following work steps have to be followed in the given sequence.

3.1 Determine risk on requirement level
The initial step is to evaluate the risk on the level of single requirements. This is done by assigning values to both BI and P.
3.1.1 Determine business impact

The business impact (of a failure) is estimated using four criteria (type of process,  functional context, frequency of use and number/significance of users affected) which have to be considered in the analysis. For any criterion a value has to be selected from a list of possible values. These lists are provided by the IT system using the following master data:
	Type of process

	
	core
	A

	
	calculation
	A

	
	validation
	B

	
	administration
	B

	
	configuration
	C

	Functional context

	
	legal
	A

	
	financial
	A

	
	QoS
	B

	
	security
	B

	Frequency of use

	
	always
	A

	
	often
	B

	
	now and then
	B

	
	seldom
	C

	Number/Significance of users affected

	
	lots of/very high
	A

	
	many/high
	A

	
	few/low
	B

	
	hardly any/very low
	C


Figure 2
For the calculation of the total score for the business impact the IT system uses the following rules:
· one or more “A” 

( “A”
· four “B”


( “A”

· two or three “B”

( “B”

· three or more “C”

( “C”

Of these four rules the first one is the strongest, hence one single score “A” is sufficient for a total score of “A”.

3.1.2 Determine probability

The probability (of a failure) is estimated using four criteria (Change Rate, SW Maturity, Defect Rate, Number of affected GUI windows/entities) which have to be considered in the analysis. For any criterion a value has to be selected from a list of possible values. These lists are provided by the IT system using the following master data:

	Change Rate

	
	new feature
	1

	
	changed feature
	2

	
	almost unchanged
	2

	
	unchanged
	3

	SW Maturity

	
	immature
	1

	
	partial mature
	2

	
	mature
	2

	
	near EoL
	3

	Defect Rate

	
	very high
	1

	
	high
	1

	
	mid to low
	2

	
	very low
	3

	No. of affected interfaces

	
	> 5 interfaces
	1

	
	4 or 5 interfaces
	1

	
	2 or 3 interfaces
	2

	
	1 interface
	3


Figure 3
For the calculation of the total score for the probability the IT system uses the following rules:
· one or more “1” 

( “1”

· four “2”


( “1”

· two or three “2”

( “2”

· three or more “3”

( “3”

Of these four rules the first one is the strongest, hence one single score “1” is sufficient for a total score of “1”.
3.1.3 Determine risk

In this model the risk of a requirement is simply determined as a combination of both the scores for business impact and probability, for example “A3”. 
Any of the possible risk values is adjoined with an underlying number (see Figure 1) which then is used for the further aggregation of risks.
3.2 Determine risk on system level
After having evaluated the individual risks of all relevant requirements the cummulated risk value on system level is calculated by summing up these individual risks. This delivers a figure which is a representation of the total risk of malfunction of the system. This figure is then used to define the areas where the test process has to be concentrated on and to calculate the test coverage.
3.3 Define test scope
According to the three risk classes (see Figure 1) and to the overall test strategy (e.g. “minimum test coverage is 85%”) the scope of the test is defined. This is done by applying the following rules:
· all requirements with high risk are mandatory test candidates

· requirements with medium risk are optional candidates as long test coverage can be reached

· test of requirements with low risk is only performed if all others are performed
· when determing the requirements which tests should be skipped, a cost benefits analysis has to be used (i.e. the predefined testing effort has to be utilized for maximum risk mitigation)
Applying this rules leads to the final result of this model – the distribution of testing to get the best possible mitigation of risk within the limits of the given total testing effort.
4 Appendix

4.1 Terms and Definitions

This chapter explains special terms and definitions used in this document.

	Term
	Meaning

	
	

	
	

	
	

	
	

	
	

	
	

	
	


4.2 Abbreviations
This chapter explains all abbreviations used in the text and the diagrams of this document.
	Abbreviation
	Explanation

	BI
	Business Impact

	EoL
	End of Life

	P
	Probability

	QoS
	Quality of Service

	RBT
	Risk Based Testing
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